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“I am not a number – I am a free man…” 
So said ‘The Prisoner’ in that cult 1960s TV show, but Personal Identification 
Number, or PIN, was adopted by the banking industry as the only reliable 
method of verifying customer identity at the new Automatic Teller Machines 
(ATMs) when these started to appear in the late sixties.  

In card payments, use of PIN is a form of two-factor authentication – using 
something you have (the card) and something you know (the PIN). The spread 
of PIN to point-of-sale purchases, especially for debit cards that were already 
used in ATMs, was the next logical step, with the PIN being checked during an 
online transaction between the ATM or POS and the bank host. Use of PIN 
received further endorsement from the payments industry when it was 
incorporated into EMV®, the global chip payment card standard, with the 
additional option of an Offline PIN that could be checked within the chip during 
point-of-sale transactions without contacting the issuer’s system. 

The effectiveness of PIN as an identification method (a ‘CVM’ – Cardholder Verification Method in EMV 
terms) relies on it being a secret kept between the card issuer and the cardholder. Systems of enormous 
cost and complexity have been developed to ensure that the PIN entered by a cardholder when making a 
purchase or withdrawal can be conveyed in secrecy from the device to the bank for checking, and that the 
handling of PINs within the bank or issuer and their delivery to cardholders takes place in conditions of the 
utmost security. Yet things still go wrong – PINs can be corrupted, revealed or stolen during generation, 
distribution or use. Banks and card issuers have to wrestle with synchronising PINs across different 
systems, and where EMV Offline PIN is used, keep the PINs that are held in bank systems synchronized with 
the PINs stored in individual cardholder’s EMV cards. 

In response to these operationally demanding and costly problems that banks, card issuers and their 
processors face, Aconite has developed Aconite PIN Manager, a unified but modular solution for the end-
to-end management of PINs and their lifecycle events that is secure, innovative and cost-effective. 

PIN Management 
PIN management is a complex business. PINs must be generated and shared securely with the authorized 
parties – the cardholder and authorization system and, for EMV Offline PIN, with the card itself via the card 
production process. PIN handling systems may also have to support cardholder choice of PIN before card 
issuance, changing and synchronising the PIN in back office systems and in EMV cards after issuance and, 
depending on issuer policy, re-advising the PIN to the cardholder if forgotten. But the PIN management 
programs commonly in use today are often legacy systems, maybe from the early days of PIN adoption, and 
are usually batch processes which are unable to cope with today’s on-demand culture and may not be 
capable of integration with other parts of the card management infrastructure. 

Fraud Exposure 
There are further issues with the ways in which PINs are currently used. The prevalent method of 
distributing PINs to cardholders is still the paper PIN mailer – a printed document with some rudimentary 
anti-tampering features designed to prevent exposure of the PIN before it reaches the cardholder. This 
provides little protection where a determined fraudster is involved – a substantial level of card fraud loss 
results from Card ID Theft, in which PIN compromise plays a significant role. In the UK (as reported by 
industry body Financial Fraud Action UK), this category of fraud had been falling from a peak in 2008, but 
has now been steadily rising with an increase of 28% from 2014 to 2015. When coupled with Card Non-
Receipt, the total reported loss to UK issuers rose from £40 million in 2011 to nearly £50m in 2015 – the true 
figure is unknown and likely to be much higher. While adoption of EMV Chip and PIN in Europe and 
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elsewhere has slashed the losses from counterfeit and lost and stolen fraud, in countries where Chip and 
PIN is not used, such as the USA, the ID fraud losses will also be correspondingly higher. 

Revenue Hit 
A recent report from the Smart Payment Association has revealed that the PIN 
mailer is also a source of substantial losses from delays in card activation. 
Andreas Strobel, SPA President, said: “It’s incredible to think that we’re still using 
the same distribution method today that we did 50 years ago. Today it can take up 
to 3 days to send PINs out to customers – we could be doing it in seconds via SMS. 
Sending PINs by post is costing the industry millions. Every PIN in transit means a 
card not activated or not being used. That means lost transaction fees, and very 
frustrated customers.” 

We would add that every PIN in the mail is a potential ID fraud waiting to happen. 

Yet another issue with PINs that affects processors and service providers results from the operation of 
multiple issuing platforms. This often comes about from merger or acquisition of banks or processors, 
where an unintended consequence is that PIN processing is spread across several incompatible systems. 
The result is multiplication of the effort needed for operation, maintenance and security administration, 
vulnerability to attack, an increased risk of failures, and customer dissatisfaction from having to interact 
with differing PIN administration procedures. 

To address all of these issues and to provide a unified solution to all requirements for PIN management in 
card payments and in other fields, Aconite PIN Manager is the single solution for card issuers and 
processors. 

Aconite PIN Manager 
Aconite PIN Manager (APM) provides issuers and processors with a modern, fully-featured PIN 
management solution to replace out-dated legacy PIN handling systems, to unify PIN management across 
two or more issuing platforms or to provide PIN management capability where none presently exists. 

APM meets the business and functional requirements both for traditional PIN processes and for new and 
innovative methods of PIN handling. APM manages all PIN lifecycle events from generation, secure storage 
and distribution to self-selection, update and re-synchronization. APM supports many-to-many relationships 
between PINs and card functions, such that multiple applications on a card (e.g. payment and ID) may share 
a common PIN or multiple PINs may exist for a single card. APM is fully PCI compliant and meets the 
security guidelines of all relevant card payment schemes and notional organizations. 

APM is a modular implementation and only the modules that deliver the required business functions as 
described below need be licensed and deployed. 

PIN Delivery and Capture 
APM supports innovative electronic methods based on internet/mobile banking – supporting the industry 
trend towards digital customer communications – and APM also supports SMS and IVR. Major cost savings 
typically result from replacing paper PIN Mailers with ePIN delivery – not just printing and postage costs, 
but also the costs of the back-office and call center infrastructure needed to deal with lost and forgotten 
PINs, and the cardholder inconvenience, loss of business and potential fraud from having PINs in transit 
over an inherently insecure channel. 

Web and Mobile PIN Capture and Delivery 
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Web or mobile capture and delivery of PINs is cost-effective and operates within the secure environment 
that is established to support internet or mobile banking. This method eliminates both the often complex 
methods of PIN self-selection, and the cost of PIN mailer production and the possibility of PIN mailer 
interception.  

Two options are available for implementing ePIN capture and delivery. For 
browser-based solutions, APM comes bundled with Aconite’s Virtual PIN Pad 
(VPP), an HTML5-compatible JavaScript component that is designed to be 
easily integrated into the issuer’s internet banking system and implements 
advanced security features for the protection of PIN data. Aconite also 
publishes an API that implements the Virtual PIN Pad’s secure protocol to 
enable development of a native PIN capture/display UI within a web or mobile 
banking application – an example is shown to the right – or a PIN 
capture/display dialog within an IVR server. If PIN capture is not a 
requirement, APM can be configured for PIN display only. Using the VPP API 
natively, developers can implement any design of user interface to maintain 
the website or app’s user experience. 

Aconite’s VPP or an API-based implementation that uses VPP’s underlying 
protocol can be used for display of an newly assigned PIN or a PIN reminder, 
capture of a new PIN or entry of an existing PIN for authentication purposes. 
The entire PIN is never shown, but individual masked digits must be clicked or 
touched to be revealed one at a time. VPP avoids use of the physical or virtual 
keyboard for capturing a PIN and instead uses mouse clicks or a touch 
interface, random positioning on the display and random arrangement of keys on the PIN Pad, and is 
therefore safe from key logging and screen capture attacks. VPP does not store the PIN data but maintains 
an encrypted connection to APM while in use. Transmitted PIN data is protected under dynamically-
generated unique session keys and is never associated with the card or account number. 

PIN Self-Select, Change and Unblock 

The ability for cardholders to self-select their PIN either in advance of card issuance or to change PIN at a 
later time is often seen as providing enhanced customer service. Up to now the security requirements for 
capturing a cardholder-created PIN have restricted PIN entry to ATMs and devices in secure environments 
such as bank branch terminals. VPP uses advanced encryption techniques and a unique design to permit 
secure PIN capture using internet or mobile banking or an app of the client’s choosing.  

On the relevant page of the internet banking website or in the mobile app, the cardholder nominates the 
card for which the PIN is to be captured or changed. A secure session with APM is established and the PIN 
Pad is displayed.  

An example of a Virtual PIN Pad implementation for capturing a four-digit PIN in web banking is shown 
below, but PIN lengths up to twelve digits can be accommodated.  
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The cardholder selects the new PIN by clicking on the numeric keypad, and then re-enters the PIN for 
verification purposes. Only one digit of the PIN is visible at any one time, and the PIN can be checked by 
clicking or touching the individual PIN display digits. The PIN is then sent securely to APM for temporary or 
permanent storage in the PIN Vault and forwarding to card management, card personalization and 
authorization systems. 

Similar techniques can be used for other PIN management operations where secure capture of the PIN is 
required, including PIN change and unblock for EMV Offline PIN cards, where the Aconite EMV scripting 
engine can be used to create a PIN Change script for delivery to the EMV card. 

SMS PIN Delivery 

APM supports SMS text advice of a PIN to a cardholder. In common with web/mobile PIN delivery, this 
approach saves the cost of PIN Mailers and avoids PIN Mailer interception. SMS PIN delivery meets the 
highest standards of PIN data protection, with decryption taking place only at the final stage of the end-to-
end process, and conforms to all current card payment scheme and network requirements. APM delivers 
SMS messages containing the PIN to an external SMS aggregator or gateway, with the PIN encrypted when 
transmitted and only decrypted at the gateway immediately prior to delivery. 

APM additionally supports out-of-band authentication prior to SMS PIN delivery through use of a one-time 
passcode. On receipt of a PIN notification request from the issuer’s internet, mobile banking or IVR server, 
a short-lived passcode is generated by APM and sent by SMS to the cardholder’s pre-registered mobile 
phone. The cardholder is prompted to enter the passcode via internet or mobile banking and it is verified in 
a call from the server to APM. Once the genuine cardholder’s possession of the registered mobile phone is 
confirmed, APM sends an SMS message containing the PIN to that mobile. 

PIN Mailers 

If needed, APM can output encrypted PIN Mailer files for transmission to a third party secure print facility. 
Mailer format is configurable and multiple languages are supported. PIN data can also be sent to the card 
personalization bureau for merging with perso data from the card management system.  

PIN Import, Generation and Secure Storage 

APM can act as a client and/or a server to capture PINs or to generate PINs internally: 

4 PINs generated by existing systems during the card production process can be imported into APM and 
taken under management 

4 PINs input as part of the card ordering process through internet banking or a mobile app can be 
captured directly in APM using Aconite’s Virtual PIN Pad, or by using Aconite’s API for PIN capture and 
display 

4 APM can act as a PIN generation server supplying PINs to card production and other card and token 
provisioning systems, generating PINs on demand or in advance batches  

4 PINs can be captured during instant card issuance or while changing PIN through a secure PIN Entry 
device at a branch location. 

Where secure storage is required, the PIN Vault stores encrypted PINs prior to use and during their 
lifecycles, and can act as the system of record for the PIN. PINs can be securely associated with a physical 
(or virtual) card or can be stored anonymously through the use of an alias. PM can store or generate either 
encrypted PIN block, PIN Verification Value (PVV) or, for backwards compatibility, PIN Offset. The security 
of information held in the PIN Vault is guaranteed through the use of multi-layered hardware encryption. 
PM operates in both real time and batch modes, so PINs can be available to other systems immediately 
after creation or import.  
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The diagram below illustrates the sources of PIN data available to APM: 

 

PIN Verification 

APM provides messaging and web services interfaces for authorization systems to call for verification of a 
PIN formatted in an encrypted PIN Block (in a range of supported formats) or a PVV. 

Commercial 
Aconite PIN Manager modules are licensed for a renewable five-year term or can be supplied for an initial 
implementation fee with per-event (e.g. PIN capture, PIN display) pricing.  

Aconite provides worldwide 24×7 support and maintenance. 

Technical 
Aconite PIN Manager comprises a suite of Java applications for in-house deployment that run in an 
Application Server such as WebSphere or WebLogic, or a servlet container such as Tomcat. APM is 
hardware, operating system and database independent, although Aconite recommends Unix/Linux and 
Oracle. APM is optimised for Thales payShield 9000 HSMs but other suitable HSMs can be supported.  

APM uses web services APIs to support the functions described and can also implement messaging and file-
based interfaces if required. 

Next step… 
Contact Aconite Technology. Find out more about Aconite PIN Manager and other smart product solutions. 
Put yourself on the path to innovative smart products that can help your business to grow through 
increased customer numbers, market share and profitability. 

Visit our website: www.aconitetechnology.com  email: info@aconitetechnology.com 

Copyright Notice 
The information contained in this document is proprietary to Aconite Technology Limited. Customers and prospective customers of Aconite Technology Limited are 
permitted to store, print and copy this document for the purpose of evaluating the suitability of Aconite Technology Limited’s products and services for their 
business. Electronic and printed copies may be distributed only to actual or prospective customers, employees or consultants working on their behalf. 

Trademarks Notice 
‘Aconite’ and the Aconite logo and all Aconite products and services mentioned in this document are trademarks and service marks of Aconite Technology Limited. 
EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The EMV trademark is owned by EMVCo, LLC. Any other 
organizations’ products and services mentioned are trademarks and service marks or registered trademarks and service marks of the relevant companies or 
organizations. 


